
 

 

D 3.1. Generic model of intangibles cyber-risks 

Work Package: Micro and Macro Economics Models of Intangible Cyber-Costs 

Lead partner: Université Paris-Sud – UPSud 

Author(s): 
Ahmed Bounfour (UPSud), Altay Ozaygen (UPSud), Rokhaya Dieye 

(UPSud), Alexander Szanto (BIGS), Niaz Kammoun (UPSud) 

Due date: 31/10/2017 

Version number: 1.0 Status: Final 

Grant Agreement N°: 740322 

Project Acronym: HERMENEUT 

Project Title: Enterprises intangible Risk Management via Economic 

models based on simulatioN of modErn cyber-aTtacks 

Call identifier: H2020-DS-SC7-2016 

Instrument: RIA 

Thematic Priority: Secure societies – Protecting freedom and security of Europe 

and its citizens 

Start date of the project: May 1st, 2017 

Duration: 24 months 

 

Dissemination Level 

PU: Public ✓ 

PP: Restricted to other programme participants (including the Commission)  

RE: Restricted to a group specified by the consortium (including the Commission)  

CO: Confidential, only for members of the consortium (including the Commission)  

 

  



D 3.1. Generic model of intangibles cyber-risks  

 

Page 2 of 60 

Revision History 

Revision Date Who Description 

0.1 30/10/2017 
UPSud, 

BIGS 

Initial draft. 

0.2 17/11/2017 UPSud 
Updated draft with the inclusion of some 

approaches on the evaluation of intangibles. 

0.3 21/11/2017 UPSud Addressed comments by internal reviewers 

1.0 30/11/2017 EII Final version for submission 

 

Quality Control 

Role Date Who Approved/Comment 

Internal Reviewer 07/11/2017 PROPRS Approved 

Internal Reviewer 09/11/2017 EII Approved 

 

 

  



D 3.1. Generic model of intangibles cyber-risks  

 

Page 3 of 60 

Disclaimer: 

This document has been produced in the context of the HERMENEUT Project. The 

HERMENEUT project is part of the European Community's Horizon 2020 Program for 

research and development and is as such funded by the European Commission. All 

information in this document is provided "as is" and no guarantee or warranty is given that 

the information is fit for any particular purpose. The user thereof uses the information at its 

sole risk and liability. For the avoidance of all doubts, the European Commission has no 

liability with respect to this document, which is merely representing the authors’ view.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



D 3.1. Generic model of intangibles cyber-risks  

 

Page 4 of 60 

Table of Contents 
1. Introduction ......................................................................................................................... 7 

2. Literature review .................................................................................................................. 9 

2.1. The microeconomic effects of cyber-attacks .......................................................................... 9 

2.2. The meso/macroeconomic effects of cyber-attacks ............................................................ 12 

3. Generic Modelling ...............................................................................................................14 

3.1. Generic taxonomy for intangibles and the evaluation of these assets ................................ 14 

3.2. The impact of cyber-attacks on intangibles - Microeconomic Model .................................. 17 

3.3. The impact of cyber-attacks on intangibles – Meso/Macroeconomics ............................... 25 

3.4. The impact of cyber-attacks on intangibles - Business Models of the attackers ................. 29 

4. Data ....................................................................................................................................30 

4.1. Cyber-attack databases on enterprises ................................................................................ 30 

4.2. BIGS Case Study data - Intention - Structure - Categories ................................................... 32 

4.3. Aggregated data by economic sectors and I-O matrices ..................................................... 34 

4.4. Other data sources ............................................................................................................... 35 

5. Sector-specific case studies ..................................................................................................35 

5.1. Codan Limited (Australia) IP-intensive industry ................................................................... 35 

5.2. Equifax Incorporated (United States) Financial Services ...................................................... 38 

5.3. Target Corporation (United States) Digital Platforms (Retail) ............................................. 41 

5.4. Anthem Incorporated (United States) Health Care .............................................................. 44 

6. Preliminary results ..............................................................................................................46 

7. References ..........................................................................................................................48 

Appendix I – BIGS Case Study Data ...............................................................................................53 

7.1. Type of Attack ...................................................................................................................... 53 

7.2. Vulnerability ......................................................................................................................... 53 

7.3. Infrastructure: ...................................................................................................................... 55 

7.4. Attacker ................................................................................................................................ 57 

 

  



D 3.1. Generic model of intangibles cyber-risks  

 

Page 5 of 60 

List of figures 

Figure 1 - A schematic representation of the NLP analysis of the press coverage .................. 18 

Figure 2 - Strategy recapitulation ............................................................................................. 23 

Figure 3 - Example of an economy with input-output interdependencies .............................. 26 

Figure 4 - Example of the diffusion of inoperability following a cyber-attack in an economy 

with economic input-output interdependencies and impact strength ........................... 27 

Figure 5 - Codan stock market price 2010-2017 ...................................................................... 38 

Figure 6 – Equifax’s stock market price in September 2017 .................................................... 41 

Figure 7 – Target’s stock market price 2013-2017 ................................................................... 43 

Figure 8 – Anthem’s stock market price 2015-2017 ................................................................ 46 

Figure 9 - Wordcloud of the Equifax case as covered by the press ......................................... 47 

 

List of tables 

Table 1 - Literature Review recap on cyber-attacks ................................................................. 11 

Table 3 – HERMENEUT Taxonomy of intangible assets ........................................................... 15 

Table 3 - Summary and definition of the main variables ......................................................... 24 

Table 4 - Descriptive information from VERIS cyber-attack database ..................................... 31 

Table 5 - Incident distribution per country in VERIS data breach database. ........................... 32 

Table 6 - Lexicon developed by Bounfour (2017) .................................................................... 47 

 

 

 

  



D 3.1. Generic model of intangibles cyber-risks  

 

Page 6 of 60 

Definitions and acronyms 

AR  Abnormal Return 

AS  Abnormal Sentiment 

CAR   Cumulative Abnormal Return 

CAS  Cumulative Abnormal Sentiment 

DIMM  Dynamic Inoperability Input-Output 

IMM  Inoperability Input-Output 

I-O  Input-Output 

NLP   Natural Language Processing 

SCADA  Supervisory Control and Data Acquisition 

WP  Work Package 

 

  



D 3.1. Generic model of intangibles cyber-risks  

 

Page 7 of 60 

1. Introduction 

One of the key aims of HERMENEUT is to assesses and quantify the consequences of cyber-

attacks on assets and possible losses related to intangible asset, proposing innovative cyber-

security cost-benefit analysis approach which combine attack trends, integrated assessment 

of vulnerabilities and likelihoods of cyber-attacks, macro- and microeconomic models of 

intangible costs. 

Indeed, cyber-attacks have potentially high impacts on firms’ and public organisations’ 

intangibles. Data breaches, for instance, impact the ability of the firms to guarantee the 

safety and confidentiality of customer data and generate negative publicity of the firm in the 

media and in the social media (through ‘word-of-mouth’). One of the main results of a data 

breach is the general reduction of customer and stakeholder trust. There are various facets 

of the consequences of a data breach event; first and foremost the loss of customers: 

according to the RAND report on Consumer Attitudes Toward Data Breach, 11.5 million US 

citizens stopped doing business with companies which suffered a security breach. It is 

estimated that there were more than $60 billion perceived losses in US in 2016 and the 

survey concludes that 77% of the customers were highly satisfied with the company’s post 

breach process (Ablon et al., 2016). Concerning the (breached) data itself, it is usually sold in 

the dark market just a few days after the breach (Ablon et al., 2014), with further potential 

losses for the attacked organisation and its stakeholders, who essentially lose control of the 

data, and risk incurring in additional costs and losses especially in terms of reputation. 

To this end, HERMENEUT proposes to support organisations in by carrying out a set of 

analyses and assessments to finally deliver risk-estimation tools to individual organisations, 

sectors and the economy, providing investment guidelines and mitigation measures. 

In this framework, Work Package 3, Micro and Macro Economics Models of Intangible Cyber-

Costs, aims to provide a better understanding about formation, composition and dynamics 

of intangible costs caused by cyber-attacks, and therefore contribute to the overall 

HERMENETU objective by improving the estimation of consequences of cyber-attacks.  

Objective of this D3.1 Generic micro modelling is to specify how HERMENEUT will approach 

the key issue of dealing with the impact of cyber-attacks on firms’ intangibles and 

organisations. A generic model is presented along different components, different 

complementary approaches and by reference to different data sources. In following 

deliverables other key aspects for the definition of an economic model will be covered in 

detail including macro-estimates, sectorial estimates of intangibles and business models of 

cyber-attacks.  
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In Section 2 a literature review is provided, especially focusing on microeconomic and 

macro/mesoeconomic effects of cyber-attacks.  

Section 3 presents the foundation for a generic modelling of cyber-attacks and their impact 

on intangibles, first by providing a taxonomy for intangibles and their evaluation as assets 

through different approaches (market, income, cost, etc.), and then by defining the actual 

microeconomic model. Meso/Macroeconomic aspects are also evaluated and finally the 

attackers’ business models (i.e. a potential attacker’s point of view) are taken into account. 

In Section 4 we present and analyse the main data (and databases) used to support our 

research in terms of cyber-attacks databases, the BIGS case study data, data relevant at the 

for meso/macroeconomic levels and other significant data sources such as social media. A 

detailed analysis of the BIGS case study data is further provided in Appendix I. 

In Section 5  we analyse real world cyber-breach case-studies in four sectors particularly 

relevant for HERMENEUT: healthcare, Intellectual Property-intensive industries, Financial 

Services and Digital platforms. For each case studies the company and cyber-breach 

characteristic are described and both the economic and financial impacts are assessed.  

In Section 6 we provide the key preliminary results which will be further used and elaborated 

in the context of WP3 and the whole project. 
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2. Literature review 

In this section we review literature on the effect of cyber-attacks on firms’ values. In the 

following section, the meso- and macro-effects fields are presented. 

2.1.  The microeconomic effects of cyber-attacks 

The first law on cyber-attacks, in the form of data breach notification law, California S.B. 

1386 bill, was passed in 2002. Since 2002, many other states adopted similar laws. A security 

breach notification law requires any organization which has been subject to a data breach to 

inform customers and other parties. Academic studies related to the impact of data breach 

on economy started almost at the same time. The first studies have been mainly analysing 

this effect through changes observed in stock exchange markets (Campbell et al. 2003; 

Cavusoglu et al. 2004; Gaztlaff and MacCullogh, 2010; Pirounias et al. 2014). Later works 

studied the impact of data breaches on firm reputation (Sinanaj and Zafar, 2016). Table 1 

summarises the literature review related to data breaches and their effects on firms. 



 

Authors Data Attack type Period Method Results 

Campbell et al. 
(2003) 

84 events reported in 
newspapers. 

Security 
breach 

1995-
2000 

Event study, 3-day event 
window. 

Negative impact on stock price when the breach 
involves confidential data. 

Cavusoglu et al. 
(2004) 

66 events reported in 
Lexis/Nexis, CNET and 

ZDNET. 

Security 
breach 

1996-
2001 

Event study, 2-day event 
window. 

Loss on average 2.1% of the breached firms’ market 
value and an increase of 1.36% of market value of 

security firms. 

Hovav and D’Arcy 
(2004) 

23 events obtained from 
Lexis/Nexis, Web search 

DOS 
1998-
2002 

Event study, 26-day event 
window [-1; 25] 

Significant result for Internet firms. 

Acquisti et al. 
(2006) 

79 events from Lexis/Nexis, 
ProQuest, online compilation 

of blogs and mailing 
list. 

Consumer or 
other parties’ 

data 
exposure. 

2000-
2006 

Event study, 17-day event 
window [-7; 10] 

Cumulative effect (CAR) increases the day following the 
breach then decreases and vanishes after 8 days. 

Kannan et al. 
(2007) 

72 events reported by Wall 
Street Journal, New York 
Times, ZDNet and CNet. 

Security 
breaches 

of any type. 

1997-
2003 

Event study, 30-day event 
window [-1; 29] 

No significant negative impact on the long run (after 15 
days). A negative bias is found after 9/11 event 

(cofounding event). Different investors reaction; during 
the dot-com era there is higher negative abnormal 

returns. 

Gatzlaff and 
McCullough (2010) 

77 events from Privacy Rights 
Clearinghouse. 

Customer 
and/or 

employee 
data 

exposure 

2004-
2006 

Event study, 2-day to 180-
day event window 

Firms with higher market-to-book ratios experience 
greater negative abnormal returns. Firm size and 

subsidiary status mitigate the negative effect of a data 
breach on the firms’ stock price. The negative market 

reaction is more significant in the most recent time 
periods of the sample. 

Gordon et al. 
(2011) 

128 events obtained from 
Financial Times, New York 

Times, USA Today, The Wall 
Street Journal and Washington 

Post. 

All type of 
breaches. 

1995-
2007 

Event study and 
FAMA-French three 

factor model, 3-day event 
window [-1;1]. 

Breaches are classified by their primary effect; 1) 
confidentiality, 2) availability, 3) integrity. Breaches of 
availability have the greatest effect on stock prices. 

Yayla and Hu 
(2011) 

123 events obtained from 
Lexis/Nexis, Google and 

Yahoo! 

All type of 
breaches 

except virus 
attacks. 

1994-
2006 

Event study, 11-day event 
window [-1;10]. 

Negative effect, larger impact of DoS attacks on e-
commerce firms. 

Pirounias et al. 
(2014) 

105 events obtained from 
DataLossDB.org 

complemented with Identity 
Theft Report, Privacy Rights 
Clearinghouse. ZDNet and 

CNet are also used. 

Security 
incidents 

of any type. 

2008-
2011 

Event study, 3-day event 
window [-1;1] and FAMA-

French 
three factor model. 

Negative impact of a security breach, tech firms suffer 
more than non-tech firms. 
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Authors Data Attack type Period Method Results 

Hinz et al. (2015) 

6 consumer electronic firms 
related events obtained from 

DataLossDB.org and 
attrition.org and checked with 

pressdisplay.com 

Data theft 
from 

consumer 
electronics 

firms. 

2007-
2012 

Event study, 20-day 
event window [0;20]. 

Negative effect for 3-day event window. 
Shareholders do not change their evaluation on risk, 
thus, companies do not expect higher cost of capital. 

Sinanaj et al. 
(2015) 

30 events obtained from 
DataLossDB.org and SDL SM2 

social media monitoring tool. 

Any type of 
data breach 

2010-
2012 

Event study of sentiment 
polarity, 50-day event 

window [-45;5]. 

Negative average abnormal sentiment is captured 
following the disclosure and is not fully recovered after 5 

days. 

Sinanaj and Zafar 
(2016) 

59 events obtained from 
DataLossDB.org and SDLSM2 
social media monitoring tool. 

Data breach 
cases with a 
loss of more 
than +10,000 

ids. 

2011-
2013 

Event study of sentiment 
polarity, 

54-day event window [-
44;10]. 

Negative average abnormal sentiment is captured 
following the disclosure but shareholders do not react 

after data 
breach. 

Romanosky (2016) 
+12 000 events obtained from 

Advisen database 

Comparison 
of data 

breach and 
litigation 

rates 

2005-
2014 

Comparison of legal and 
data breach cases 

A typical cyber incident is less than $ 200k. public 
concerns regarding the increasing rates if breaches and 

legal actions may be excessive compared to the 
relatively modest financial impact to firms that suffer 

these events 

 

Table 1 - Literature Review recap on cyber-attacks 
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During the first phase of this research stream data were collected through press releases and 

this approach limited the number of incidents analysed (Campbell et al., 2003; Cavusoglu et 

al., 2004; Hovav and D’Arcy, 2004; Acquisti et al., 2006; Kannan et al., 2007). However, with 

the advent of cyber-attack databases such as datalossdb.org,1 Privacy Rights Clearinghouse,2 

etc. new studies using higher number of incidents have been published (Pirounias et al., 

2014; Gatzlaff and McCullough, 2010; Sinanaj and Zafar, 2016). Nearly all research has been 

carried out on the analysis of the changes in stock market prices in the timeframe of the 

cyber-attack incidents. Few have analysed this change through social media data (Sinanaj 

and Zafar, 2016). These analyses are carried out with the event study method. The 

convergent conclusion of such studies is that there is a negative return for a limited period of 

time for most of the firms which are subject to a cyber-attack (See also Table 1 above). 

2.2. The meso/macroeconomic effects of cyber-attacks 

In recent years, the macroeconomic impact evaluation of disruptions of different types have 

been explored by academic researchers with a growing interest in the subject, for policy 

perspectives notably. These research papers include disaster risk management (see Lian and 

Haimes (2006) for terrorism risk management and Rose (2009) for natural disasters impact 

analysis), supply chains networks (see Wei et al. (2010)), energy disruptions (see Anderson et 

al. (2007) for power blackout), etc.  

The growing importance of the ITs in the economic system (see. Farrow (2016) for a 

modelling), and the increasing dependence of other economic sectors on the IT one, make 

the IT sector one of the most important sectors nowadays. This led government officials to 

classify the latter as a critical infrastructure sector.  

Given its relatively high importance, the IT sector is subject to a number of cyber-attacks of 

different types and with different aims and strategies. These include industrial spying, but 

also data breach, all of which aim to destroy or lower a firm’s profit, or to make profit out of 

these data breaches, from the attackers’ perspectives. This has led governments to include 

cybersecurity in their national defence strategies, hence reinforcing the cybersecurity level 

of public and private firms. This is usually done by imposing a number of security checks and 

constraints at the firm side. However, despite numerous legislations and rules imposed by 

countries and regions via their national agencies dedicated to fighting against cyber-attacks 

and vulnerabilities, there is an observed growing number of sophisticated cyber-attacks, 

which makes it important, in both the microeconomic and macroeconomic perspectives, to 

                                                      

1 https://blog.datalossdb.org/about/  
2 https://www.privacyrights.org/  

https://blog.datalossdb.org/about/
https://www.privacyrights.org/
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assess their impacts. The evaluation of the macroeconomic effects of cyber-attacks helps 

estimate the relative importance of cybersecurity on economic activity and manage risks 

accordingly, with the help of economic models on growth (see for example the endogenous 

growth model of Aghion and Howitt (1998)). 

Due to the importance of cybersecurity in economic activity, literature on this subject is 

getting copious with the use of state-of-the-art (economic/econometric) modelling 

strategies. However, the nature and length of cyber-attacks often make it difficult to assess 

these meso/macroeconomic impacts. In fact, depending on the length and reactive power of 

attacked firms, these effects may be large or small. Cashel et al. (2004) argue that “Estimates 

of the macroeconomic costs of cyber-attacks are speculative. As long as any cyber-attack is 

limited in scope and short-lived it is likely that macroeconomic consequences will be small.” 

(Cashel et al. (2004), page 2). 

However, even with short lasting cyber-attacks, significant meso and/or macroeconomic 

effects may occur, due on the one hand to the interdependencies between firms, and on the 

other hand to interdependencies within and between economic sectors. Such 

interdependencies are usually modelled using a model that originates from Leontief (1986) 

Input-Output Model (I-O) in which it is argued that there are interdependencies between 

sectors in the economy such that some industry outputs constitute intermediary goods or 

inputs to other industries.  

Santos et al. (2007) propose a framework aimed at linking cybersecurity metrics to 

macroeconomic interdependencies. They use a hierarchical modelling system and estimate 

the ripple effects of cyber risk scenarios using metrics from the SCADA (Supervisory Control 

and Data Acquisition) system components. They also use the IIM (Inoperability Input-output 

Model) in order to perform their analysis. 

The large February 2000 DoS attack that hit Yahoo, Amazon, Ebay and CNN, is a good 

example of a cyber-attack that lasted three days and had large economic impacts in the form 

of economic losses. Ali and Santos (2012) and Ali and Santos (2015) propose a model that 

estimates the economic loss associated with these DoS attacks. They use their so-called 

extended Dynamic Inoperability Input-Output Model (DIIM) in order to estimate such losses 

and the associated effects on each sector of activity that was impacted. Their study defines 

an IT sector which results from the aggregation (using the S-aggregation technique also used 

in Miller and Blair (2009)) of three different sectors: Information and Data, Computer 

systems design and related services, and Software Publishing. They further use the extended 
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DIIM3 in order to assess the associated effects in terms of economic loss. They also propose a 

case study analysis of the 2000 DoS attacks in the US. Based on their model, they are able to 

rank the top ten critical sectors in terms of their cumulative economic loss and average 

inoperability over their simulated recovery horizon of the DoS attack. According to their 

study, the sector that ranks top, using the NAICS classification, is the Professional, Scientific 

and Technical Services sector, followed by the IT sector. The Federal Reserve Banks, Credit 

Intermediation, and Related Activities sector ranks 10th. The study also estimates an overall 

economic $18 billion loss, among which $1.6 billion of direct losses is attributed to the IT 

sector during the first 3 days of the attack. As argued in Ali and Santos (2012), the 

importance of this DoS attack prompted U.S. policymakers towards preparedness against 

future cyber-attacks. 

Jonkeren et al. (2015) use a Systems Engineering approach coupled with a DIIM in order to 

create a modelling tool aiming at supporting European policies on Critical Infrastructure 

Protection. In their modelling strategy, they account both for resilience of infrastructure 

networks and economic sectors. The advantage of including a Systems Engineering approach 

is that they can account both for static and dynamic resilience. They also argue that an 

advantage of the DIIM that they propose is that it is able to explicitly model a failure and a 

recovery stage after a disruption has taken place instead of assuming that recovery starts 

immediately. One of the further advantages in using the DIIM is that it considers the 

recovery time of the attack in the affected sectors, allowing to estimate sector-overall 

impact while accounting for the diffusion aspects of the attack. Our own empirical strategy 

uses the DIIM in order to assess the economic impacts of cyber-attacks on intangibles assets. 

3. Generic Modelling 

3.1. Generic taxonomy for intangibles and the evaluation of these assets 

Our research strategy comprises two steps. First, we aim to evaluate the effects of a cyber-

attack on a firm’s intangibles. In the second step, we assess the parameters which affect the 

damages on different types of intangibles. In this report, we categorized the intangible 

assets as summarised in Table 2.  

                                                      

3  The DIIM is presented in Section 3.3 relative to the meso/macroeconomic model of impact 

evaluation of cyber-attacks on the intangibles. 
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3.1.1. The rationale for the proposed taxonomy 

The proposed taxonomy focuses on those intangibles likely to be impacted by cyber-attacks. 

We therefore exclude those intangibles already known publicly such as typically attributed 

patents, brands and copyrights. The taxonomy is more asset- (output) oriented than 

resource / input oriented (Bounfour, 2003a, 2003b). The taxonomy aims at delineating those 

assets most likely to be deteriorated/impacted by cyber-attackers - e.g. those for which 

there exists a potential secondary market: typically, data on customers, trade secrets, or 

financial / fiscal data of firms. Contrary to other taxonomies developed by economists 

(Corrado, Hulten, Sichel, 2005), the taxonomy therefore is usually not interested in the R&D 

effort by companies or their marketing expenditures, unless these might be impacted by 

cyber-attacks.  

HERMENEUT 

taxonomy 

Specific items and possible related impacts 

Innovation and 

Intellectual 

Property 

 IP in progress either internally or with patents offices 

 Trade/business secrets 

 Industrial process 

 On-going R&D innovation projects 

 On-going new product and new services 

 On-going new business models projects 

Data (personal 

data) 

 Digitised data on clients 

 Digitised data on personnel 

 Digitised data on suppliers and ecosystems 

 Digitised data on functions (HR, finance and fiscal) 

Reputation and 

brand 

 reputation with clients, stakeholders and firm’s ecosystems 

 Brand value with customers, stakeholders and 

firm/organisation’s ecosystem 

Key 

competences 

and human 

capital 

 Firm’s personnel key competences (tacit knowledge) 

 Personnel moral and trust in the organisation 

 Personnel learning capabilities 

Organisational 

capital 

 Digital supported process 

 Non-digitised functional and interfunctional processes 

 Eco-system’s processes 

 Firm/organisation’s strategic capabilities 

Table 2 – HERMENEUT Taxonomy of intangible assets 
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3.1.2. The evaluation of intangibles assets 

As the knowledge economy has developed, the contribution of intellectual assets in the 

process of value creation is evident for holding companies / managers and strategists (Bontis 

2001). Such importance is reflected by the large gap between firms' accounting book value 

(of tangible assets) and stock market value which captures all economic (material and 

knowledge) assets hold by a company. In order to evaluate intangible assets, many different 

methods and theories have been proposed in recent years (Bounfour, 2003). However, there 

is no consensus on the use of a specific methodology. 

As far as financial evaluation is concerned, and taking a more practitioner-oriented 

perspective, there are four main approaches to the evaluation of intangibles which are 

described in the following sections: market, income, cost and residual approaches. 

3.1.3. Market Approach 

The valuation for this approach is based on recent transactions and market prices similar to 

those of the intangibles assets to be considered. In practice, this is often hard to implement, 

because it is important to reduce the influence of any subjective factor during the valuation 

process. For example, by opting for the comparison method, market information should 

relate to publicly-traded comparable (i.e. at least the substantially similar) asset to be valued 

which reduces the scope of application for this approach. 

3.1.4. Income Approach 

Under the income approach, the value of an asset is based on discounting future amounts of 

cash flow or cost savings generated by the asset to present value. This approach implies the 

ability of the evaluation to identify future cash-flow generated by the asset, discount rate, as 

well as the terminal value of the asset. The main challenge here lies in the difficulty of 

separating (disentangling) the income related to the intangible asset from income related to 

other assets. 

3.1.5. Cost Approach 

Based on the economics principle of substitution, the cost approach suggests that the value 

of the considered intangible asset is influenced by the cost to create a new substitute. In 

other words, the cost approach poses that a buyer will pay no more for an asset than the 

cost to obtain an asset with comparable utility whether by purchase or by construction. 
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3.1.6. Residual Approach 

This approach suggests that the value of the intangible assets is equal to the difference 

between the market value of the company, and its book value. In this context, Gu and Lev 

(2003) use the residual approach in order to evaluate intangible assets.  

Our evaluation of intangibles assets will use this approach which is not only used at the firm 

level, but also at the macroeconomic level by some international institutions such as The 

World Bank. As much as possible, a split of the intangible into subcomponents will be carried 

out, on the conditions of availability and comparability of data for firms. The issue of 

intangibles’ complementarities has also to be considered in this context (Bounfour, 

Miyagawa, 2015).  As much as possible, we will also explore the use of the Tobin Q approach, 

as a holistic approach to value of intangibles (Miyagawa et al. in Bounfour, Miyagawa, 2015).  

3.2. The impact of cyber-attacks on intangibles - Microeconomic Model 

3.2.1. Measuring impacts 

In this section, we present our microeconomic model and several methods to measure the 

impacts of a cyber-attack on firm intangible assets. The first approach is a simple Natural 

Language Processing (NLP) of the press coverage on the attacked firm. The second approach 

is the event study analysis on firms’ stock prices. Finally, the third approach uses the noise 

generated on social media to determine the sentiment return found on social media 

websites.  

In this section, and for data constraints, we aggregate the intangibles categories presented in 

Table 2 into three distinct types of intangible assets: 

1) Organizational capital (which comprises business activities, subsidiaries, value chain, 

organizational structure, organizational learning, etc.); 

2) Key competences (which comprises brand equity, firm specific human capital, networks 

joining people, institutions, advertising and marketing); 

3) Innovation and IP capabilities (which comprises scientific and non-scientific R&D, 

copyrights, designs and trademarks). 

The Reputation and brand category reported in Table 2 is added into the key competences of 

the enterprise. We also omit the data category in our models, as most of the cases are 

related to data theft. 



D 3.1. Generic model of intangibles cyber-risks  

 

Page 18 of 60 

3.2.1.1. Natural Language processing of business press publications 

NLP studies the automatic processing of large natural language corpora with computers. We 

assume that a single attack hits all intangibles at different levels and it is possible to evaluate 

its effect through NLP analysis of the business press coverage which shows all aspects of the 

damage of a cyber-attack. In this study, since we are limited to the terminology extraction, 

we assess the damages of a cyber-attack on the firm's intangibles by using a lexicon 

developed by Bounfour (2017) on intangibles. This procedure is carried out for several press 

articles related to each cyber-attack incident. Figure 1 shows a schematic overview of this 

analysis.  

 

Figure 1 - A schematic representation of the NLP analysis of the press coverage 

3.2.1.2. Event study on stock prices 

The main methodology used in analysing the effect of cyber-attacks on the firm’s value is the 

event study. The event studies methodology became classic in finance since the pioneering 

works of Ball and Brown (1968), Beaver (1968) and Fama et al. (1969). Usually used in 

conjunction with the theory of signals, event study analysis is a branch of econometrics 

which attempts to measure informative relevance of an event and to analyse stock prices 

reaction following the release of new information. According to this perspective, favourable 

(unfavourable) information4 generates an increase (decrease) in prices and therefore 

positive (negative) abnormal returns. Furthermore, the magnitude of variation is positively 

and highly correlated to the kind of information disclosed by the event. However, the non-

reaction of financial markets may rise from the lack of new information incorporated by the 

event or market inefficiency (Dumontier and Martinez, 2001). 

                                                      

4  According to investors 
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3.2.1.3. Estimation period and event windows 

The estimation period refers to the window prior to the analysed event based on which the 

researcher will predict ‘normal’ return according to a chosen model. The length of 

estimation period plays a crucial role in event studies since it may affect estimated model 

parameters and therefore the power of statistical tests. However, there is no specific rule 

related to the length of the estimation period. According to previous empirical and 

theoretical research carried out, the estimation period is usually promoted between five and 

eight months for daily studies (Hachette, 1991, Ginglinger and Gajewski, 1998) and between 

twenty and sixty months for monthly studies to avoid estimation bias. 

The event window refers to the time period surrounding the event’s date during which its 

influence on the market price is being observed. Although the chosen window varies in 

literature (Peterson, 1989), the trend is to shorten it so as to ensure that measured effects 

are due to the analysed event. 

3.2.1.4. Cumulative Abnormal Return (CAR) 

Defined as the difference between the observed and theoretical profitability, the abnormal 

return is the crucial measure for event studies. Therefore, the choice of model adopted to 

run event studies has been widely discussed (Bhushan, 1994 and Agrawal and Kamakura, 

1995).5 Literature review of models used in event studies reveals a tendency to favour a 

regression based model including a market model whose performance is comparable to that 

in the capital asset pricing model (CAPM). Moreover, we notice that a majority of studies 

deals with an abnormal performance contained within 0,5% and 2% which is considered as a 

“realistic performance”. 

3.2.1.5. Statistical tests 

A variety of statistical tests have been used to check the statistical significance of the 

average abnormal returns under the hypothesis: 

H0 : E(Ri|yi ) − E(Ri) = E(ARi |yj ) = 0 for all yj 

H1: E(Ri|yi) − E(Ri) = E(ARi |yj ) ≠ 0 for all yj 

                                                      

5  Abnormal returns have been measured as 1) mean-adjusted returns, 2) market-adjusted returns, 

3) deviations (prediction errors) from the market model, 4) deviations from the Capital Asset Pricing 

Model (CAPM) or 5) deviations from a multifactor model. 
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With yi: Information likely to affect the valuation of stock i during event period 

Ri: Stock's return i during event period 

E(Ri): Expected stock's yield i 

ARi: Abnormal return of stock i (ARi,τ = Ri,τ − E[Ri,τ |Ωi,τ ]) 

Despite their essential assumptions about the probability distribution of returns, a number 

of event studies rely on parametric test statistics to infer whether abnormal returns are due 

to chance or to a specific event. The most common parametric tests are: Patell test (Patell, 

1976), Boehmer et al. test (Boehmer, Musumeci, and Poulsen, 1991). 

Instead of the change in the stock price after a data breach incident, the noise in the social 

network is also used. In this approach sentiment polarity analysis is carried out (Pang and 

Lee, 2008; Sinanaj and Bazar, 2016). Instead of abnormal return on stock price, abnormal 

sentiment (AS), and then the cumulated abnormal sentiment (CAS) for each data breach case 

are calculated. Sentiment analysis is used to calculate CAS. 

3.2.1.6. Event study on social media data 

Sentiment analysis is the field that analyses people’s opinion, emotions, feelings expressed 

in written form (Liu, 2015). Sentiment analysis or opinion mining can be carried out in three 

different ways. The first one is using a ready-made dictionary which reports a score or a 

sentiment for each word given by a lexicon. The second option is to use the machine learning 

approach and a training set. The third option is linguistic analysis which is based on the 

grammatical structure of a text. In this study, we focus on the lexicon-based approach.  

There are various lexicons which are used to conduct sentiment analysis. Most of the 

lexicons are based on unigram. Main databases used in sentiment analysis are as follows: 

 AFINN (Nielsen, 2011) lexicon assigns a score from -5 to 5 to words. There are two 

versions, the newest AFINN comprises 2477 words into which internet slang and obscene 

words are added. This lexicon is tested with Twitter posts. The AFINN analysis reports 

two sentiment strengths: negative and positive.  

 Opinion lexicon (Liu, 2012) categorizes words into positive (2006 words) and negative 

(4783 words). 

 NRC Emotion Lexicon (13 891 words) (Mohammad and Turney, 2013) categorizes words 

into positive (1 221), negative (3 314), anger (1 237), anticipation (829), disgust (1 048), 

fear (1 466), joy (679), sadness (1 181), surprise (524), and trust (1 221). 
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 Loughran and McDonald Sentiment Word List (85 222) (Loughran and McDonald, 2011) is 

specifically designed for the analysis of financial text. Categories are; negative, positive, 

uncertainty, litigious, constraining, superfluous, interesting etc. 

 Harvard IV-4 comprises 26 categories; the first set is about positive (1 915 words) and 

negative (2 291 words) feelings but there are other set of words on pleasure, pain, virtue 

and vice, on institutions, etc. 

Sinanaj and Zafar (2016) and Sinanaj et al. (2015) use sentiment analysis to understand the 

effect of a data breach on firm reputation. To measure reputation, authors use social media 

data and calculate their sentiment value. These values are calculated with the Harvard IV-4 

psychosocial dictionary which characterizes words with a particular semantic orientation 

such as positive, negative, strong, happy, sad. In their studies, Sinanaj et al. use only 

“negative” and “positive” word counts. To measure the overall user mood, authors use the 

social media monitoring tool SDL-SM2 to obtain social media data. Social media data are 

obtained by crawling several social media platforms such as blogs, microblogs, social 

network sites, forums, wikis etc. To obtain all postings for a distinct data breach event the 

name of the company, starting from 45 days before the data breach up to 5 days after for all 

English language posts is searched. In both studies a simple dictionary-based approach is 

used, i.e. each word is evaluated as either negative or positive, then a normalized value is 

calculated to obtain the sentiment polarity for each post. For this purpose, a lexicon such as 

Opinion Lexicon, NRC Emotion Lexicon, Harvard IV-4 which distinguishes negative and 

positive feelings should be used. The sentiment polarity for each post is calculated by 

counting all positive and negative words and use as in the following formula: 

 

The above formula gives a result between -1 and 1, [-1, 1], -1 as a totally negative post, and 

+1 as a positive post. Sentiment polarity is used to measure the corporate reputation on 

social media (Calleoni et al., 2011). 

3.2.1.7. Abnormal sentiment and cumulative abnormal sentiment: 

Similar to the classical event studies which rely on daily stock price for each company, it is 

possible to use daily sentiment polarity scores for each firm with the elaboration of social 

media posts. As a result, abnormal sentiment and cumulative abnormal sentiment are 

obtained. Sinanaj et al. (2016) find that shareholders do not react negatively to data 

breaches but the negative impact on the social media is undeniable. 

𝑠𝑒𝑛𝑡𝑖𝑚𝑒𝑛𝑡 𝑝𝑜𝑙𝑎𝑟𝑖𝑡𝑦 =
# 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑤𝑜𝑟𝑑𝑠 − # 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒 𝑤𝑜𝑟𝑑𝑠

# 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑤𝑜𝑟𝑑𝑠 +  # 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒 𝑤𝑜𝑟𝑑𝑠
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The abnormal sentiment (AS) on the event day (t) of the firm (i) is given with the ‘constant 

mean model’ as; 

ASi,t = Si,t − μ 

Si,t: the actual sentiment return 

μ: ex-ante average sentiment return during the estimation period. 

The cumulative abnormal sentiment (CAS) is calculated as: 

 

3.2.2. The model 

In order to understand the parameters affecting different types of intangibles, we split the 

cumulative abnormal sentiment CAS with the help of NLP analysis on press coverage as 

follows: 

CAS_OCi = α1 CASi 

CAS_INNOi = α2 CASi 

CAS_ECi = α3 CASi 

where α1 + α2 + α3 = 1. 

Then having split the CAS for each incident and for each type of intangibles, we can start the 

regressions aiming to find out explicative parameters on the damages perceived on the 

Internet on the firm’s intangibles. In this research strategy, we make two assumptions. First, 

the NLP analysis works effectively on splitting the effects of an attack on different types of 

intangibles. Second, CAS split into different types of intangibles provides significant results in 

our regressions. A recap of our research strategy is given below.  
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Figure 2 - Strategy recapitulation 

Our aim is to conduct regressions on the abnormal return with respect to the three main 

intangible assets; organizational capability (CAS_OC), innovation capabilities (CAS_INNO), 

economic competence (especially brand & reputation) (CAS_EC). The system of stacked 

equations for the three main intangible assets are estimated jointly with the Seemingly 

Unrelated Regressions (SUR) method. 

The return-generating model by organizational capabilities intangible assets is as follows: 

CAS_OCi = αt + β1DATAi + β2DATATYPEi + β3SGAi + β4INDUSTRYi + β5FIRMSIZEi + 

β6SGAi + β7REGIONi + β8ATTACKTYPEi + β9TOTALCOSTi + 

β10FIRMCOMMi + εi 

 

The return-generating model by innovation-based intangible assets is as follows: 

CAS_INNOi = αi + β1DATAi + β2DATATYPEi + β3INNOV_CAPACITYi + β4INDUSTRYi + 

β5FIRMSIZEi + β6REGIONi+ β7ATTACKTYPEi + β8TOTALCOSTi+ 

β9FIRMCOMMi + εi 
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The return-generating model by economic competence based intangible assets is as follows: 

CAS_ECi = αi + β1DATAi + β2DATATYPEi + β3EMPLOYEEi + β4MARKETINGi + 

β5INDUSTRYi + β6FIRMSIZEi + β7REGIONi + β8ATTACKTYPEi + 

β9TOTALCOSTi + β10FIRMCOMMi + εi 

Table 3 - Summary and definition of the main variables 

CAS Cumulative Abnormal Sentiment (Social Media) 

DATA Amount of data breach (VERIS or Advisen) 

DATATYPE 
Type of the stolen data;ID, Card payment, login, copyrighted material, 
medical, classified , dummy variable (VERIS or Advisen) 

SGA Selling, general and administrative expense (ORBIS or similar)  

INNOV_CAPACITY 
R&D expenses or number of filed patent during the last 5 years 
(ORBIS or similar) 

MARKETING Marketing expenses (ORBIS or similar) 

INDUSTRY Firm industry, dummy variable (ORBIS or similar) 

REGION Geographical region of the firm, dummy variable (ORBIS or similar) 

FIRMSIZE Size of the firm in number of employees (ORBIS or similar) 

REGION US/EU/Others, dummy variable (ORBIS or similar) 

ATTACKTYPE Attack type, dummy variable (VERIS or Advisen) 

TOTALCOST Total cost of the cyber-attack to the firm (Advisen)  

FIRMCOMM Number of posts from the attacked firm (Social Media) 

 



D 3.1. Generic model of intangibles cyber-risks  

 

Page 25 of 60 

3.3. The impact of cyber-attacks on intangibles – Meso/Macroeconomics 

In the context of Meso/Macroeconomics, we are interested in the diffusion aspects of cyber-

attacks at the meso and/or macroeconomic levels, keeping in mind that cyber-attacks are 

limited in scope. The short duration of a given cyber-attack makes it difficult to assess the 

impacts of cyber-attacks at such levels. Nonetheless, even with short lasting cyber-attacks, 

significant meso and/or macroeconomic effects may occur, due to the interdependencies of 

firms and economic sectors in terms of their input-output relationships.  

Models of the effects of information disruptions such as the ones caused by cyber-attacks 

have been proposed in the literature. These models generally originate from Leontief (1986) 

Input-Output Model (I-O) in which it is argued that there are interdependencies of sectors in 

the economy such that some industry outputs constitute intermediary goods or inputs to 

other industries. The resulting model thus takes such interdependencies into account in the 

following form: 

x = Ax + c 

where elements of A are the ratio of the inputs of one industry to the other with respect to 

the total production requirements of that industry. In addition, x stands for the vector of 

total production outputs of the industry and c is the final demand for the industry. 

The impact of cyber-attacks or IT disruption use the so-called Inoperability Input-Output 

Model (IIM) that introduces the Inoperability metric to the basic I-O model. The idea is that 

an event disruptive to a sector results is an inoperability state (metric that varies from 0 to 1) 

which diffuses to other sectors via the corresponding Input-Output matrix. We can thus 

identify a direct effect and an indirect one, between and within sectors’ interdependencies. 

The resulting inoperability induces economic losses to sectors that are impacted. Such 

economic losses can be quantified in a manner that informs about the diffusion effects of a 

cyber-shock on each sector of activity in a given economy. 

The static IIM is given by the following equation: 

q = A*q + c* 

where q is the so-called inoperability vector and c* is a perturbation vector. A* is a matrix 

derived from the Input-Output matrix and whose elements aij
* are such that aij

* = aij () where 

xi and xj stand respectively for outputs of industries i and j. 
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In order to account for the resilience capacity of sectors after a shock, and to be able to 

overcome some other disadvantages of the static I-O model, a Dynamic Input-Output Model 

(DIIM) has also been proposed. The model proposed by Lian and Haimes (2006) is given by 

the following (dynamic) equation, for each t ∈ {0, 1, 2, …, T}: 

q(t+1) = A*q(t) + K[A*q(t) + c*(t) - q(t)] 

where q(t+1) and q(t) are the inoperability vectors at times t+1 and t. K is the sector 

resilience coefficient matrix. It is a diagonal matrix where elements of the diagonal represent 

the resilience capacity of each industry. Lian and Haimes (2006) propose a formulation of the 

diagonal coefficients such that: 

ki = ln[qi(0)/qi(Ti)]/Ti(1 - aii*) 

where Ti stands for the recovery time of industry i. This model allows to determine the 

inoperability vector for each industry and each time period until recovery of the involved 

industry. It also allows calculation of economic losses using the inoperability vector derived 

from the above-mentioned dynamics.  

Our framework originates from the DIIM and is derived from the Ali and Santos (2015) study 

on the macroeconomic impact of IT-based incident on interdependent economic systems. In 

order to illustrate the framework, suppose an economy that is composed of firms, each of 

which belongs in one of the three following sectors: sector 1, sector 2 and sector 3. Suppose 

that there are interdependencies between firms within and between sectors 1, 2 and 3, as 

illustrated in Figure 3. 

 

Figure 3 - Example of an economy with input-output interdependencies 
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If we suppose an exogenous shock that takes the form of a cyber-attack to one of the firms 

in sector 1, the resulting inoperability of the firm in that sector may produce inoperability of 

firms in the other dependent sectors. Such inoperability may affect firms belonging to the 

origin sector (sector 1) as well as the others, depending on sector interdependencies.  

 

Following the above figure, one can see that a cyber-attack that hits one firm of sector 1, 

results in a % of inoperability which affects to different degrees, two firms belonging to 

sector 2, one of which affects inoperability of a firm in sector 3 which affects another firm in 

the same sector, and the other affects a firm in sector 1 (the sector where the attack 

originated). Of course, there may be returning inoperability of affected firms in sector 3 to 

either firms in sector 1 or 2, etc. This results in a multiplication of the effects of the cyber-

attack where, depending on its magnitude, the strength of the dependencies and the 

resilience capability of firms within and between sectors, may be significant or not. This, in 

turn, may result in important economic losses at the sector level on one hand, and at the 

macroeconomic level, on the other hand. Inoperability can hence be converted into 

economic losses which the above-mentioned model may help to assess.  

Therefore, through interdependencies between firms and sectors, an apparently ‘simple’ 

cyber-attack may result in important economic losses. For this reason, we should consider a 

model that captures such diffusion and multiplicative impact of data breach, that varies 

according to the resilience capability of the sector. The effects also depend of how many 

Figure 4 - Example of the diffusion of inoperability following a cyber-attack in an economy with economic input-

output interdependencies and impact strength 
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attacks are observed in a sector, which is our unit for analysis. Additionally, the overall effect 

of a cyber-attack in a given economy also depends on the number of IT security firms that 

may profit from the attacks by facing increased demand from attacked (and not attacked 

firms for security reinforcement) firms. We also may concentrate on a cyber-attack in a given 

sector (IT sector for example) as input, and determine its effects in the other sectors. 

The diffusion estimation framework, in a dynamic framework, thus comprises the following 

steps: 

1. Determine the number of cyber-attacks in a given sector and construct a sector-specific 

data breach indicator that will be used. Or, consider an input sector that is attacked (the 

IT sector for instance); 

2. Calculate the initial inoperability value of that sector q(0), based on the literature or 

estimates of inoperability resulting from the cyber-attack; 

3. Also, determine the recovery time of that sector, in order to calculate the resilience 

matrix of each sector; 

4. Use the DIIM model described above and calculate inoperability at t+1, t+2, t+3, etc. 

taking into account in the resilience matrix determined in step 3, initial inoperability 

determined in step 1 and the I-O matrix, as publicly provided by national statistical 

institutes; 

5. Given the resulting inoperability vector, calculate economic losses for each sector, using 

sector outputs publicly available; 

6. Analyse the resulting cumulated economic losses and average inoperability by sector, 

perform simulations, etc. 

Once we obtain the vector of economic losses, we can also use econometric models in order 

to evaluate the parameters that are at the base of the multiplier parameter of the shock. 

Typically, the following econometric model can be used: 

Y = α + β1A*Y+ β2X + β3A*X + ε 

where variables are expressed in matrix terms at the aggregated sector level. Y stands for 

economic losses in terms of the intangibles at the sector level, X are sector specific 

covariates such as the number of attacks occurred in the sector, sector resilience capability, 

etc. Parameter β1 gives the multiplier effect of the cyber-attack at the industry level (1/(1-

β1)). Additionally, this econometric model may be used at a mesoeconomic level, including 

regional level.  
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An additional step in our analysis consists in carrying out a number of simulations on our 

model in order to analyse the impact of industry- or firm-level cyber-attacks on the 

intangibles assets considered. The objective of this step is to obtain a measure of the relative 

importance of cybersecurity in, for instance, GDP. 

In a further step, and to the extent of our possibilities, we will explore other spatial or 

network based relationships at the mesoeconomic level in order to assess the impact of 

cyber-attacks on the intangible assets under study. In this respect, the use of the network 

provided by co-patenting network between firms within and between industries, at the 

regional level may be used. Spatial interdependencies (borders) between regions can also be 

used in order to conduct our impact analysis. 

3.4. The impact of cyber-attacks on intangibles - Business Models of the attackers 

According to Teece (2010), the essence of a business model is how the enterprise delivers 

value to customers, entices customers to pay for value and converts those payments to 

profit. In general, the valuable item in a cyber-attack incident is the stolen data which are 

then delivered on the dark market and usually paid with cryptocurrency. Additionally, 

attributing cyber-attacks is difficult (Rid and Buchanan, 2014). At the same time, while most 

payments are generally made with cryptocurrency, most of them are not actually providing 

full anonymity. Specifically, the Bitcoin cryptocurrency, which is the most popular one with 

the highest market cap among all cryptocurrencies, only provides a pseudo-anonymity. This 

does not limit its use in the dark market. It is argued that cybercrime has evolved since the 

1970s becoming a highly sophisticated big business, entering a new phase named Crime as a 

Service (CaaS) (Manky, 2013). The author argues that cybercrime became commoditized and 

built on a wide network of players. According to Kshetri (2010), characteristics of cyber-

criminals, cyber-victims and law enforcement agencies have formed a vicious cycle by 

reinforcing each other. 

The main economic factors driving cybercrime are the attractiveness of the target and the 

economic conditions that the offender faces. Target attractiveness depends on how the 

offender perceives the target. Target attractiveness is also related to its accessibility, the 

attack surface and how easy it is to breach it. The lack of economic opportunities is also 

another factor which incites people to become cybercriminals (Kshetri, 2010). According to 

the author, this last factor was decisive in the number of computer savvy people becoming 

cybercriminals in Russia and Eastern European countries. On the contrary, in India, as the 

demand for programmers is high, the number of cybercriminals has been very low.  
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Ablon et al. (2014) classify cybercriminals as follows: 

 individuals or small groups: intent is financial gain; 

 organized criminals: intent is financial gain; 

 nations/states: intent is to monitor, exploit, or attack threats; 

 cyberterrorists: intent is to degrade, destroy, disrupt, deny, or deceive; 

 hacktivists: intent is for notoriety or visibility. 

In the context of defining attackers’ business plans, we aim to also evaluate cyber-attack 

risks in relation to attack types. To do so, we propose a model that characterizes the 

different types of attacks based on firms’ personal characteristics. For this purpose, we 

propose the following ordered probit model: 

ATTACK_TYPESi = αi + β1DATAi + β2DATATYPEi + β3INDUSTRYi + β4FIRMSIZEi +   

β5REGIONi + β6FIRMVALUEi+ εi 

The dependent value ATTACK_TYPES can be attributed as follows: DoS, MiM, XSS, Phishing, 

Malware, Virus etc. This model helps evaluate what are the determinants of characteristics 

like industry, firm size, region, etc. on the probability of occurrence of each of the types of 

attack listed above. The estimation results will help calculate the associated marginal effects 

of the different characteristics of the firms on the probability of being attacked by a given 

type. 

4. Data 

In this section, we present the databases we have explored and which are essential in this 

research. The first subsection deals with the review of available cyber-attack databases. The 

second subsection presents the BIGS case study data which are used in the case study 

section. The third subsection deals with the data to be used in estimating the effects of 

cyber-attacks at the meso/macroeconomic levels. Finally, the last subsection is mainly about 

the social media data sources. 

4.1. Cyber-attack databases on enterprises 

The cyber-attack database is the first point of reference to obtain an overview on the target, 

attack type and the consequences of the cyber-attack. This kind of database creates the 

conditions for comparability of the various cyber incidents. It also helps getting quick access 

to relevant enterprise data and cyber incident information. If applicable, this data will also 

be used to inform and better integrate work in other project work packages. 
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We have reviewed the following cyber-attack databases: 

 VERIS Community database (VCDB) 

 Privacy Rights Clearinghouse 

 Advisen Data Breach database 

The VERIS Community database is an open access database which is maintained by 

volunteers and an incident can be reported by anyone. We have extensively analysed this 

database and the descriptive statistics are presented in Tables 4 and 5.  

As shown in the tables, there are 8127 cases filed in the VERIS Community database which 

comprises cyber-attack incidents from 1971 to 2016. Attacks are categorized under 17 

different industries and distributed across 127 countries with the majority of incidents taking 

place in the US. According to this database, there were 769 cyber-attack incidents in the 

European Union. 

Table 4 - Descriptive information from VERIS cyber-attack database 

Number of incidents 8127 

Number of confirmed incidents 7165 

Period 1971-2015 

Number of industry (NAICS 2) 17 

Number of countries 127 
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Table 5 - Incident distribution per country in VERIS data breach database. 

United States of America 5889 

United Kingdom 511 

Canada 325 

Unknown 208 

Australia 124 

The rest 1070 

 

The Privacy Rights Clearinghouse database is maintained by a non-profit consumer 

education and advocacy organization, located California - US. It contains cyber-attack 

incidents which occurred in the US from 2005 onwards.  

The last database which we intend to use upon Commission approval for the change 

structure of costs for UPSud, is the Advisen Data Breach database. It is a non-open access 

database that comprises over 40,000 cases in which the damage of the breach evaluated in 

monetary terms is also given. This last property is not found in the first two open access 

databases. More details about the Advisen database are provided by Romanosky (2016). 

4.2. BIGS Case Study data - Intention - Structure - Categories 

BIGS is also constructing a list of case study data on data breaches as a first point of 

reference. This list is designed to gather relevant cyber incidents and collect as much publicly 

available information about the affected company and the cyber incident as possible. The 

data are to be understood as an additional source and an overview of relevant cyber 

incidents. Furthermore, the idea of applying the case study data as a basis for the better 

integration of WP2, WP3 and WP4 emerged in the course of the project. On the basis of the 

available data, possible collaboration and integration along the three work packages could 

be as follows: 
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WP2 

- Who might be behind the attack? (Criminal Hackers, Nation/State Actors, etc.) 

- What was the point of entry for the attacker, the weakness of the company? (Company 

surface, outdated software version, etc.) 

- What was the attackers’ motivation that guided the attack? (revenge, personal gain, 

accidental, etc.) 

WP3 

- What types of data have been stolen? (ID, credit card details, login credentials, medical 

information, etc.) 

- Company details such as employees, branches, turnover, share value, etc. 

- Date of detection and date of publication 

WP4 

- What were the costs of restoring data/networks/systems if they have been deleted or 

demolished? 

- Did the company establish additional security measures / audits / consultancies in the 

aftermath? (public statements about possible investments in increased security measure, 

judicial penalties, commitment to investments in security measures, etc.) 

- Development of the stock market value as a result of the publication of the cyber 

incident. 

The focus of the cases is mainly on the four sectors defined by the HERMENEUT Consortium, 

namely Health Care, Intellectual Property-intensive industries, Financial Services and Digital 

Platforms (Retail). Based on these cases, individual cyber incidents with particular 

importance and scope for the project are extracted and analysed in more detail. These 

specific cyber incidents are further addressed as case studies. This is described in more detail 

in Section 5. 

The data consist of two parts. The first part contains relevant information on the affected 

company and include:  

 Name of the enterprise 

 Industry  

 Employee  
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 Revenue  

 Branches 

 Country & continent 

The second part consists of information about the cyber incident. However, fully accessible 

information on the individual events that are publicly available are rather rare. These 

include: 

 Date of data breach, detection, report and reference period 

 Kind of publication (if information is available) 

 Type of attack  

 Vulnerability 

 Infrastructure (critical etc.) 

 Target group  

 Attacker 

 Motivation 

 Circumstances 

 Damage & total damage 

 Sources 

 Annual report 

The data also comprise various categories on attack types, vulnerability types and attackers. 

These categories are given in the Appendix. 

4.3. Aggregated data by economic sectors and I-O matrices 

Annual values of the input-output matrix A in the U.S. are provided by the Bureau of 

Economic Analysis (1998-2011 covering period). The OECD also provides input-output tables 

(and harmonized input output tables) for the OECD countries. These are publicly available 

data that will be used together with our framework to perform our impact analysis of cyber-

attacks at the meso/macroeconomic level. In order to capture the mesoeconomic impacts of 

such attacks, we will also use the input-output tables at the region level. Data on industry 

production are also publicly available and provided by the BEA and national statistical 

institutes of the countries that will be considered in our analysis. The other aggregated 

output data will be obtained using our microeconomic data described in the previous 

section, and aggregated by unit of analysis (industry and/or region). 

In addition, and to the extent of our possibilities, we will explore network relationships of 

firms between and within sectors. We will use co-authorship networks using the PATSTAT 

database that is provided by the European Patent Office (EPO) and which will allow to 
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retrieve R&D alliances between firms. This will help us measure the impact of cyber-attacks 

on intangibles at the mesoeconomic level. 

4.4. Other data sources 

In our analysis, we are also using press coverage in order to assess how a data breach 

incident affects a firm’s intangibles. Another source is social media data which enables to 

conduct sentiment analysis. Social media data can be obtained through social media 

monitoring firms such as Linkfluence, Social Data Intelligence or Infegy. These firms provide 

raw data and also various analyses made on the collected social media data.  Here again, the 

use of these data sources is subject to the formal approval by the European Commission of 

the change is the cost structure for UPSud so as to cover the acquisition of data from 

external sources.  

To obtain financial data on firms we will use ORBIS database. 

5. Sector-specific case studies 

The sector-specific case study approach focusing on the four sectors defined by the 

HERMENEUT Consortium, Health Care, Intellectual Property-intensive industries, Financial 

Services and Digital Platforms (Retail), reflect the impact and consequences that cyber 

incidents have on companies. The case studies include, among others, information (if 

available) on the company profile, the cyber breach characteristics, the economic and 

financial impact and the impact on management. An overview of relevant cases for each of 

the four sectors (IP-intensive industries, Health Care, Finance, Digital Platforms (Retail)) are 

presented below: 

5.1. Codan Limited (Australia) IP-intensive industry 

5.1.1. Company Profile 

Codan Limited is an international company that develops rugged electronics solutions for 

government, corporate, NGO and consumer markets across the globe. The technologies 

include: 

 Radio communications 

 Metal detection 

 Minetec 
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 Defence Electronics 

 Tracking solutions6 

Headquartered in Adelaide, South Australia, the company was founded in 1959. In 2016, 

Codan hired approximately 360 employees located in Australia (Adelaide, Perth), New 

Zealand (Christchurch), Canada (Victoria), the USA (Chicago, Washington), Ireland (Cork), 

China (Beijing), the UAE (Dubai) and South Africa (Johannesburg). Exports are accounting for 

85% of sales and the total revenue amounts to A$169,5 million in 2016.7 Codan acquired 

Minelab Electronics in 2008, the supplier of world’s best hand held metal detection 

technology. This acquisition was followed by the additions of Minetec and Daniels 

Electronics to the Codan Group in 2012, extending product offerings in radio 

communications, metal detection and tracking solutions. Half the company's revenue was 

generated from sales of metal detectors, worth A$35.2 million in the six months to 

December 31, 2012 - contributing to Codan's half-year profit of A$10 million. As stated a 

little proudly in the 2012 annual report, “strong demand for gold detection products, 

supplemented by growth in the sales of coin and treasure machines, has reinforced 

Minelab’s position as the global market leader for handheld metal detectors” (Codan Annual 

Report 2012, p.7). 

5.1.2. Cyber Breach Characteristics 

In 2011, the company started to receive faulty metal detectors back into its services centre. 

Investigations revealed that the company’s own gold detectors were counterfeited and sold 

by Chinese companies.8 Those products, stamped with the Codan logo, had unrecognisable, 

inferior parts. With an African gold rush underpinning demand for the metal detectors, 

Codan's blueprints had been stolen by a Chinese manufacturing chain. These counterfeit 

products have been sold in increasing numbers across north-eastern Africa, which had 

experienced a gold rush prior to 2012, with millions of gold prospectors making a living 

prospecting for gold. The company discovered 12 separate companies manufacturing fake 

Codan gold detectors of varying quality, but which looked and felt like Minelab gold 

detectors. This case reflected China’s approach of getting clever people to look at reverse 

engineering products. The Australian Security Intelligence Organisation (ASIO) found out that 

                                                      

6  http://codan.com.au/who-is-codan/our-businesses/  
7  http://codan.com.au/wp-content/uploads/2017/04/27-2016-Codan-Annual-Report-
23.09.2016.pdf  
8 http://www.reuters.com/article/china-cybersecurity-australia-pix-graphi/update-1-australian-

metal-detector-company-counts-cost-of-chinese-hacking-idUSL3N0ZB15O20150625  

http://codan.com.au/who-is-codan/our-businesses/
http://codan.com.au/wp-content/uploads/2017/04/27-2016-Codan-Annual-Report-23.09.2016.pdf
http://codan.com.au/wp-content/uploads/2017/04/27-2016-Codan-Annual-Report-23.09.2016.pdf
http://www.reuters.com/article/china-cybersecurity-australia-pix-graphi/update-1-australian-metal-detector-company-counts-cost-of-chinese-hacking-idUSL3N0ZB15O20150625
http://www.reuters.com/article/china-cybersecurity-australia-pix-graphi/update-1-australian-metal-detector-company-counts-cost-of-chinese-hacking-idUSL3N0ZB15O20150625
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a Codan employee’s laptop had been hacked into when he logged on using hotel Wi-Fi 

during a business trip to China.9 

As the company did not receive any help from the Australian authorities and the government 

- Codan’s CEO McGurk claimed that a landmark free trade deal with China, signed after more 

than a decade of negotiations, was responsible - Codan carried out its own investigations 

and spent significant sums on private investigators, who worked with Chinese police to track 

the supply chain of the counterfeit metal detector. The private investigation was able to 

trace the supply chain back to Dubai, where police raids found significant numbers of 

counterfeit gold detectors in storage, en route to Sudan, Guinea and Niger. The counterfeit 

products were worth more than A$10m.10 

5.1.3. Economic Impact 

The Newton-based company launched international legal action and high-level lobbying in 

China using high-profile intermediaries, as well as several other targeted initiatives to 

protect its intellectual property. China meted out jail terms of up to two years for the 

principals of three first-tier manufacturing companies in the supply chain, while Duba fined 

several players around A$5,000 ($3,859.50).11 The company was ramping up its defences. It 

introduced encrypted products and employed several people (3-4) to work full-time on 

preventing hacking-led counterfeiting and mandated an Australian lawyer whose sole role is 

to coordinate those efforts. Consequently, Codan sought a solution in the form of Fujifilm’s 

ForgeGuard anti-counterfeiting labels.12 ForgeGuard true colour hidden image labels 

provided a solution, which the company could apply quickly with the knowledge that its 

integrity was backed by Fujifilm. ForgeGuard labels also make it extremely difficult for a 

counterfeiter when they are trying to copy the true colour hidden image, which identifies 

Codan products as genuine Minelab. ForgeGuard labels are being used on a wide range of 

Minelab products including the GPX-4500, GPX 4800, GPX 5000, Commander accessory coils 

for GPX detectors, Eureka Gold and X-TERRA 705 Gold Pack. 

                                                      

9 https://www.tripwire.com/state-of-security/security-data-protection/when-hackers-steal-your-

intellectual-property-it-can-have-a-long-term-impact/  
10 http://www.smh.com.au/business/codan-fights-back-after-chinese-hackers-stole-metal-detector-

designs-20150624-ghx36t.html  
11  http://aamc.org.au/portfolio-items/how-codan-overcame-chinese-copies/  
12 http://www.fujifilm.com.au/news/recording-media/bid/185667/CODAN-AND-MINELAB-ENJOY-

GREAT-SUCCESS-WITH-FUJIFILM-FORGEGUARD-ANTI-COUNTERFEITING-LABELS  

https://www.tripwire.com/state-of-security/security-data-protection/when-hackers-steal-your-intellectual-property-it-can-have-a-long-term-impact/
https://www.tripwire.com/state-of-security/security-data-protection/when-hackers-steal-your-intellectual-property-it-can-have-a-long-term-impact/
http://www.smh.com.au/business/codan-fights-back-after-chinese-hackers-stole-metal-detector-designs-20150624-ghx36t.html
http://www.smh.com.au/business/codan-fights-back-after-chinese-hackers-stole-metal-detector-designs-20150624-ghx36t.html
http://aamc.org.au/portfolio-items/how-codan-overcame-chinese-copies/
http://www.fujifilm.com.au/news/recording-media/bid/185667/CODAN-AND-MINELAB-ENJOY-GREAT-SUCCESS-WITH-FUJIFILM-FORGEGUARD-ANTI-COUNTERFEITING-LABELS
http://www.fujifilm.com.au/news/recording-media/bid/185667/CODAN-AND-MINELAB-ENJOY-GREAT-SUCCESS-WITH-FUJIFILM-FORGEGUARD-ANTI-COUNTERFEITING-LABELS
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5.1.4. Financial Impact 

The company was forced to reduce the price of its gold detectors from around A$4,000-

A$5,000 to around A$2,500 to compete with the counterfeiters. The company's net profit 

fell to A$9.2 million in the year to June 30, 2014, from A$45 million a year earlier as a result. 

 

                

Figure 5 - Codan stock market price 2010-2017 

5.2.  Equifax Incorporated (United States) Financial Services 

5.2.1. Company profile 

Founded in 1899, Equifax Inc. is a global provider of information solutions and human 

resources business process outsourcing services for business and governments. The 

company is one of the world’s three largest consumer credit reporting bureaus. Its 

headquarter is based in Atlanta, Georgia, with 9,900 employees in 14 countries operating in 

at least 24 countries.13 According to its own information, the company holds data of more 

than 820 million consumers and more than 91 million businesses worldwide. The U.S., UK 

and Canada are its biggest markets with total revenue of $3,1bn in 2016. Equifax also works 

with the federal Centers for Medicare and Medicaid Services (CMS) to verify people’s 

eligibility for health-insurance subsidies. According to federal procurement data, the 

government work which generates more than $20 million in revenue annually, highlights 

how deeply rooted Equifax is in the financial life of the country - helping establish the very 

basic credentials of identity for U.S. citizens.14 The CMS business, with annual contracts 

                                                      

13 http://www.equifax.com/about-equifax/company-profile  
14 https://www.wsj.com/articles/equifax-work-for-government-shows-companys-broad-reach-

1505781393?mod=e2tw 

http://www.equifax.com/about-equifax/company-profile
https://www.wsj.com/articles/equifax-work-for-government-shows-companys-broad-reach-1505781393?mod=e2tw
https://www.wsj.com/articles/equifax-work-for-government-shows-companys-broad-reach-1505781393?mod=e2tw
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around $20 million, has been worth a total of about $104 million to Equifax from its 

inception in 2013 through next March, according to procurement data. In 2016, a company 

spokeswoman told The WSJ that credit reports counted for approximately 30% of revenues, 

down from around 80% in 2006. In addition to selling data to lenders, the company 

expanded its customer base to add more employers and insurance companies to its client 

roster. 

5.2.2. Cyber Breach Characteristics 

Equifax disclosed a massive data breach on September 7, 2017. The cyber breach began in 

mid-May 2017 and was discovered on July 29. Personal information about 143 million 

Americans was stolen. The exposed data include names, birth dates, Social Security 

numbers, addresses and some driver’s licence numbers. Credit card numbers of 

approximately 209,000 people and certain documents for another 182,000 were also stolen. 

Days after the discovery of the data breach, three executives sold shares worth 

approximately $1.8 million. CFO John Gamble Jr. sold 6,500 shares, worth $946,400. U.S. 

information solutions president Joseph Loughran sold 4,000 shares at a total price of 

$584,099. The next day, on August 1, Workforce Solutions President (HR) Rodolfo Ploder, 

sold 1,719 shares for $250,458. Total value ($1,780,938).15 On March 23, CFO Gamble sold 

already 14,000 shares worth $1,91 million. That sale was apparently not part of a scheduled 

trading plan. The three managers allegedly did not know about the hack at the time of the 

share sales.  

The data theft seemed to affect not only American customers, but also British, Canadian and 

South American customers. The company stated that personal details of up to 400,000 Brits 

may potentially have been accessed.16 According to a contact person from Hold Security 

LLC., Equifax’s South America operations were also affected by the data breach. The online 

portal designed to let employees in Argentina manage credit report disputes from 

consumers in the country was wide open, protected by perhaps the most easy-to-guess 

password combination. Once in the system, the researchers were able to access the names 

of more than 100 employees in Argentina, as well as their employee ID and email address. 

The ‘list of users’ page also contained a clickable button that any user who authenticated 

with the username and password could use to add, modify or delete user accounts on the 

                                                      

15 https://www.bloomberg.com/news/articles/2017-09-07/three-equifax-executives-sold-stock-

before-revealing-cyber-hack  
16 https://www.theguardian.com/technology/2017/sep/16/equifax-hack-puts-data-of-400000-uk-

customers-at-risk  

https://www.bloomberg.com/news/articles/2017-09-07/three-equifax-executives-sold-stock-before-revealing-cyber-hack
https://www.bloomberg.com/news/articles/2017-09-07/three-equifax-executives-sold-stock-before-revealing-cyber-hack
https://www.theguardian.com/technology/2017/sep/16/equifax-hack-puts-data-of-400000-uk-customers-at-risk
https://www.theguardian.com/technology/2017/sep/16/equifax-hack-puts-data-of-400000-uk-customers-at-risk
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system.17 Shortly after receiving details about this severe security weakness from Hold 

Security, Krebs reached out to Equifax and soon after heard from a Washington, D.C. based 

law firm that represented the company.  

The law firm confirmed that the portal in Argentina was disabled and that Equifax is 

investigating the circumstances. According to people familiar with the case, the company 

learned about the breach almost five months before the date it was publicly disclosed 

(March).18 However, Equifax insists that the March incident was not related to the data 

breach it experienced in May. These allegations will remain part of the investigation. Most 

data breach disclosure laws do not apply until there is evidence that sensitive personal 

information such as SSN and birth dates (for example) have been taken.  

5.2.3. Economic Impact 

The data breach could cause financial damage to home buyers and mortgage applicants for 

years. Home buyers and mortgage applicants tend to have significant information on files at 

the bureaus and could soon run into complications. Given the magnitude of the breach, the 

likelihood is very high that all types of credit users, including those seeking to finance, buy 

and sell houses, will suffer damage. The theft of driver’s licenses is particularly worrying 

because, combined with stolen names, addresses, SSNs and other data, license numbers 

could help cyber thieves create a more credible fake ID – credible enough to mislead lenders 

into believing they are dealing with the real person.19 One of the compensation measures for 

customers following the incident is that they have been offered free access to Equifax’s own 

TrustedID service for one year. TrustedID monitors the use of personal customer data and 

insures them for losses of up to $1 million US dollars caused by identity theft.  

5.2.4. Financial aspects 

After the announcement of the hack on Thursday evening, the Equifax share price collapsed 

on Friday. The securities lost about one-seventh of their value. Friday’s trading volume was 

more than 22 times the average. Standard & Poor’s has revised its outlook on Equifax’s BBB-

                                                      

17 https://krebsonsecurity.com/2017/09/ayuda-help-equifax-has-my-data/  
18 https://www.bloomberg.com/amp/news/articles/2017-09-18/equifax-is-said-to-suffer-a-hack-

earlier-than-the-date-disclosed  
19 https://www.washingtonpost.com/realestate/theft-of-data-could-lead-to-years-of-grief-for-

home-buyers-and-mortgage-applicants/2017/09/12/ed0f66fc-971a-11e7-82e4-

f1076f6d6152_story.html?utm_term=.52e0fb84e453  

https://krebsonsecurity.com/2017/09/ayuda-help-equifax-has-my-data/
https://www.bloomberg.com/amp/news/articles/2017-09-18/equifax-is-said-to-suffer-a-hack-earlier-than-the-date-disclosed
https://www.bloomberg.com/amp/news/articles/2017-09-18/equifax-is-said-to-suffer-a-hack-earlier-than-the-date-disclosed
https://www.washingtonpost.com/realestate/theft-of-data-could-lead-to-years-of-grief-for-home-buyers-and-mortgage-applicants/2017/09/12/ed0f66fc-971a-11e7-82e4-f1076f6d6152_story.html?utm_term=.52e0fb84e453
https://www.washingtonpost.com/realestate/theft-of-data-could-lead-to-years-of-grief-for-home-buyers-and-mortgage-applicants/2017/09/12/ed0f66fc-971a-11e7-82e4-f1076f6d6152_story.html?utm_term=.52e0fb84e453
https://www.washingtonpost.com/realestate/theft-of-data-could-lead-to-years-of-grief-for-home-buyers-and-mortgage-applicants/2017/09/12/ed0f66fc-971a-11e7-82e4-f1076f6d6152_story.html?utm_term=.52e0fb84e453
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plus rated  bonds from stable to negative.20 Banks and other lenders are reconsidering their 

relationships with Equifax, and might move some of their business to competitors. 

5.2.5. Impact on Management 

The U.S. Justice Department has opened a criminal investigation into the stock sales. Within 

days, at least 100 suits had been filed. Equifax also faced enquiries from Congress, which is  

held hearings, and several State Attorneys General, including New York’s. On September 14, 

the company announced that its CIO and CSO were retiring effective immediately.21 In late 

September, Equifax’s 10 external directors concluded that it was time for CEO Richard F. 

Smith, to step down. 

 

Figure 6 – Equifax’s stock market price in September 2017 

 

5.3. Target Corporation (United States) Digital Platforms (Retail) 

5.3.1. Company Profile 

Headquartered in Minneapolis, Minnesota, Target Corporation is one of the largest discount 

store retailers in the Unites States. The company operates as two reportable segments: The 

                                                      

20  http://www.marketwatch.com/story/equifax-outlook-lowered-to-negative-by-standard-and-

poors-2017-09-11  
21  http://money.cnn.com/2017/09/15/news/equifax-top-executives-retiring/index.html  

http://www.marketwatch.com/story/equifax-outlook-lowered-to-negative-by-standard-and-poors-2017-09-11
http://www.marketwatch.com/story/equifax-outlook-lowered-to-negative-by-standard-and-poors-2017-09-11
http://money.cnn.com/2017/09/15/news/equifax-top-executives-retiring/index.html
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United States and Canada. Customers can purchase products seamlessly in stores, online or 

through mobile devices. The U.S. segment also includes credit card servicing activities. The 

Canadian segment comprises all of Canadian retail stores, including 124 stores opened in 

2013. In 2013, the company had around 366,000 employees and 1,900 branches in North 

America.22 In sales periods from Thanksgiving to the end of December, employment reached 

its highest level at approx. 416,000 employees. Target’s own brands accounted for about 

one third of sales in 2013. The company competes with traditional and off-price merchandise 

retailers, apparel retailers, internet retailers, wholesale clubs, category-specific retailers, 

drug stores, supermarkets and other types of retail commerce. The product range consists 

of: beauty and health products, bedding, clothing and accessories, electronics, food, 

furniture, housewares, jewelry, gardening, pet supplies, shoes, sporting goods, toys/games, 

small appliances, office supplies, books, movies, music, etc. 

5.3.2. Cyber Breach Characteristics 

Hackers managed to steal credit and debit card records from more than 40 million Target 

customers, as well as personal information such as email and postal addresses, customer 

names, phone numbers and encrypted debit PINs from about 60 to 70 million people. A state 

investigation revealed that fraudsters got access to Target’s server in November 2013 

through a third-party’s stolen credentials.  They used those credentials to exploit gaps in the 

systems, accessing a customer service database and installing malware that was used to 

capture the data. The data breach was the first in a series of scams that struck other 

retailers, forcing retailers, banks and credit card companies to increase security measures 

and speed up the introduction of microchips into U.S. credit and debit cards. Target has been 

subject to a number of lawsuits initiated by credit card companies (agreement on payment 

of $106 million), customers (agreement on payment of $10 million) and state governments 

(agreement on payment of $18,5 million).23 

5.3.3. Financial Impact 

Sales, profits and stock price of the company suffered for months after the announcement of 

the breach as shoppers were nervous about the security of their credit cards. Fourth quarter 

and full-year 2013 net expenses related to the data breach were $17 million, reflecting $61 

millions of gross expense, partially offset by the recognition of a $44 million insurance 

receivable. In 2014, the company incurred $145 million in breach-related expenses, which 

amounted to $191 millions of gross expenses, partially offset by the recognition of a $46 
                                                      

22  https://corporate.target.com/about  
23 https://www.reuters.com/article/us-target-breach-settlement/target-in-39-4-million- settlement-

with-banks-over-data-breach-idUSKBN0TL20Y20151203  

https://corporate.target.com/about
https://www.reuters.com/article/us-target-breach-settlement/target-in-39-4-million-%20settlement-with-banks-over-data-breach-idUSKBN0TL20Y20151203
https://www.reuters.com/article/us-target-breach-settlement/target-in-39-4-million-%20settlement-with-banks-over-data-breach-idUSKBN0TL20Y20151203
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million insurance receivable, the company reported.24 In May 2017, the company reached a 

settlement of $18.5 million on the massive data loss. The agreement involving 47 states and 

the District of Columbia is the largest multi-state data breach settlement to date. The 

settlement, which stipulates some security measures to be followed by the retailer, resolves 

the state investigation of the breach. The total costs for the breach had been more than 

$200 million dollars. The agreement sets new industry standards for companies processing 

payment cards and maintaining confidential information about their customers.25 

5.3.4. Impact on Management  

The breach also contributed to the departure of Target’s former chairman, president and 

CEO Gregg Steinhafel, who resigned in May 2014.  

5.3.5. Timeline 

Almost all legal disputes have been settled.  

 

Figure 7 – Target’s stock market price 2013-2017 

 

                                                      

24  https://www.itproportal.com/2015/02/26/target-reveals-true-cost-2013-cyber- attack/  
25  https://morningconsult.com/2017/06/08/targets-legal-fallout-data-breach-limited-impact-

shopping-habits/  

https://www.itproportal.com/2015/02/26/target-reveals-true-cost-2013-cyber-%20attack/
https://morningconsult.com/2017/06/08/targets-legal-fallout-data-breach-limited-impact-shopping-habits/
https://morningconsult.com/2017/06/08/targets-legal-fallout-data-breach-limited-impact-shopping-habits/


D 3.1. Generic model of intangibles cyber-risks  

 

Page 44 of 60 

5.4. Anthem Incorporated (United States) Health Care  

5.4.1. Company Profile 

Anthem is an American health insurance company formed in 2004 from the merger of 

WellPoint Health Networks Inc. and Anthem Inc. to become the leading health benefits 

company in the United States. 

Anthem companies offer a range of leading health benefit solutions through a broad 

portfolio of integrated health care plans and related services, as well as a wide range of 

specialty products such as life and disability insurance benefits, dental, vision, behavioural 

health benefit services, long-term care insurance and flexible spending accounts.26 

Headquartered in Indianapolis, Indiana, with about 53,000 associates, the company is an 

independent licensee of the Blue Cross and Blue Shield Association serving members in 

California, Colorado, Connecticut, Georgia, Indiana, Kentucky, Maine, Missouri, Nevada, New 

Hampshire, New York, Ohio, Virginia and Wisconsin; and specialty plan members in other 

states. With more than 73 million people served by its affiliated companies, including 

approximately 40 million within its family health plans, Anthem is one of the  leading health 

insurance companies in the United States. 

5.4.2. Cyber Breach Characteristics 

On February 4, 2015, the health insurer announced that it had experienced a massive data 

breach involving more than 37,5 million records stolen by hackers. In December 2014, 

Anthem’s staff noticed suspicious database queries. This was not a one-time attack, and 

incursions continued throughout December, and almost until the end of January 2015. On 

January 29, 2015, investigators confirmed unauthorized data requests to the company’s 

servers.27 A total of nearly 80 million Americans have had their personal information 

exposed, with quite a bit of sensitive information being stolen. The stolen data included: Full 

names, physical addresses, email addresses, social security numbers, birthdates, insurance 

membership numbers, medical IDs, employment information, income data. However, no 

actual medical records or other medical information were compromised. In fact, medical 

information were even not targeted - thieves have much more use for birthdays, physical 

addresses, and employment information than they do for whether someone is having chemo 

or had an x-ray last year. Although the attack was not very sophisticated, the hacker 

managed to break into the system and to steal customer data. The company failed to protect 

                                                      

26  https://www.antheminc.com/aboutantheminc/productsservices/index.htm  
27  https://www.nytimes.com/2015/02/05/business/hackers-breached-data-of-millions-insurer-

says.html  

https://www.antheminc.com/aboutantheminc/productsservices/index.htm
https://www.nytimes.com/2015/02/05/business/hackers-breached-data-of-millions-insurer-says.html
https://www.nytimes.com/2015/02/05/business/hackers-breached-data-of-millions-insurer-says.html
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itself against this rather low profile attack. They simply failed to encrypt their files. Since no 

medical information was compromised, this does not fall under HIPAA/HITECH, although it 

reflects very poorly on the company, indicating laxness in their view of security with respect 

to personal information. It seems that hackers were able to get their mitts on network 

credentials for multiple individuals within the company who had high-level access to the IT 

system.28 The most likely way of doing this is phishing, although it is true that those 

credentials could have been uncovered in some other ways. Overall, the breach affected a 

wide range of Anthem branches, including the following:  Anthem Blue Cross, Anthem Blue 

Cross & Blue Shield, Blue Cross & Blue Shield Georgia, Empire Blue Cross and Blue Shield, 

UniCare, HealthLink, Amerigroup, Caremore, HealthKeepers, Golden West. 

5.4.3. Financial Impact 

There are no precise data on the total damage. Some sources estimate that Anthem has 

spent more than $230 million in legal and consultant fees. Most of the costs were covered by 

its cyber insurance policy. However, Thomas Zielinski, Anthem’s general counsel, told 

insurance regulators in August 2015 that its cyber insurance has become more expensive 

since the breach. Now Anthem is on the hook for the initial $25 million cost of any breach, 

and has purchased a policy offering $100 million in additional coverage. In 2017, the 

company agreed to pay a record $115 million to settle a class action lawsuit over the 2015 

data breach.29 The funds will be used to provide protection services such as credit 

monitoring and reimbursement for breach-related expenses to the victims of the data 

breach for at least two years. By the end of August 2017, U.S. District Judge Lucy Koh granted 

preliminary approval of a $115 million settlement between the health insurance giant and 

the 80 million customers who have become victims. A hearing on the final settlement is 

slated to take place at the federal courthouse in San Jose on Feb. 1, 2018. 

5.4.4. Impact on Management 

At least 100 class action lawsuits were filed against the company. Yet, in May 2015, a survey 

issued by financial services firm Wedbush Securities indicated that Anthem’s brand did not 

take a major hit after the breach. The impact was blunted by positive perceptions of the way 

the company handled the breach. 30 

                                                      

28 http://resources.infosecinstitute.com/category/healthcare-information-security/healthcare-

attack-statistics-and-case-studies/case-study-health-insurer-anthem/#gref  
29  https://www.cnet.com/news/anthem-would-pay-record-115m-to-settle-data-breach-suit/  
30 https://www.threatmetrix.com/digital-identity-blog/data-breach/anthems-response-took-edge-

off-breach-negatives/  

http://resources.infosecinstitute.com/category/healthcare-information-security/healthcare-attack-statistics-and-case-studies/case-study-health-insurer-anthem/#gref
http://resources.infosecinstitute.com/category/healthcare-information-security/healthcare-attack-statistics-and-case-studies/case-study-health-insurer-anthem/#gref
https://www.cnet.com/news/anthem-would-pay-record-115m-to-settle-data-breach-suit/
https://www.threatmetrix.com/digital-identity-blog/data-breach/anthems-response-took-edge-off-breach-negatives/
https://www.threatmetrix.com/digital-identity-blog/data-breach/anthems-response-took-edge-off-breach-negatives/
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Figure 8 – Anthem’s stock market price 2015-2017 

6. Preliminary results 

We have analysed the VERIS Community database. In relation to the intangibles, we are 

analysing three key sectors; 1) IP intensive, 2) financial services and 3) manufacturing. In 

relation to these three sectors we have extracted 5 sectors from the VERIS data base. These 

sectors, based on NAICS 2-digit code are; 

 Arts, Entertainment, and Recreation  

 Mining, Quarrying, and Oil and Gas Extraction 

 Information  

 Finance and Insurance 

 Professional, Scientific, and Technical Services 

We have obtained +600 cases from VCDB. We will extract from these 600 hundred cases 

firms which are quoted in stock exchange markets. 

We have carried out n-grams on press coverage. Figure 8 shows the wordcloud of the 

Equifax data breach case as covered by the press. We are still testing our approach with 

different cases to refine the lexicon on intangibles. 
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Figure 9 - Wordcloud of the Equifax case as covered by the press 

Natural Language Processing analysis of press coverage of each case with a lexicon 

developed by Bounfour (2017) is shown in Table 6.  We are controlling our results with the 

case studies in order to apply the same method on multiple cases.  

Table 6 - Lexicon developed by Bounfour (2017) 

 Equifax Codan Target Anthem 

Organization 

Capital 
35.1% 28.9% 64.7% 26.3% 

Key 

Competence 
54.1% 13.1% 29.4% 68.4% 

Innovation 

and IP 

capabilities 

10.8% 57.9% 5.9% 5.3% 
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Appendix I – BIGS Case Study Data 

Categorization of attack types, vulnerabilities, infrastructure and attacker used in the BIGS 

case studies data. 

7.1. Type of Attack 

The definition and classification of cyber-attacks is quite different depending on which 

source you are referring to. There are many classifications of cyber-attacks and their 

subcategories. To ensure a coherent approach with regard to the taxonomy within the 

project and the individual work packages, definitions of attack types used throughout the 

project have been determined. Deliverable 4.1 ‘Soft Mitigation Measures’ of WP4 (work 

package), provides in Section  2. ‘Analysis of Threats’ a more comprehensive literature 

review with a classification that covers the most common type of attacks. These include, 

among others: 

 Malware (Spyware, Ransomware) 

 Phishing  

 Brute Force Attack  

 Social Engineering/Cyber Fraud 

 Advanced Persistent Threat (APT) Attack  

 Structured Query Language (SQL) Injection Attack  

 Cross-Site Scripting (XSS)  

 Denial of Service (DoS) & Distributed Denial of Service (DDoS)  

 Session Hijacking  

 Man-in-the-Middle Attack  

 Credential Reuse  

 Human Element 

7.2. Vulnerability 

The information security of a company is composed of a combination of technical, 

organizational, personnel and infrastructure elements. The lack of a functioning information 

security management system makes it unfeasible to continuously achieve and maintain an 

adequate level of security. The following table has been compiled from various specific 

vulnerabilities that are generally regarded as entry points for cyber-attacks.  

The Federal Office for Information Security (Bundesamt für Sicherheit in der 

Informationstechnik - BSI) has drawn up a catalogue of forty-seven essential threats, taking 

into account the following principles.  
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These essential threats are: 

 optimized for use in risk analysis, 

 product-neutral (always), technology-neutral (preferably, certain technologies 

characterise the market to such an extent that they also influence abstract threats) 

 compatible with comparable international threat catalogues and standards and 

 seamlessly integrated into the basic IT protection.31 

This threat catalogue provides a good overview of the various vulnerabilities that attackers 

mostly use to gain access to data and systems. The following table developed by BIGS 

illustrates the most common vulnerabilities that can cause harm to a business or industry. 

These are often reckless procedures or unknowingly executed practices that can become a 

gateway for intruders. Apart from 1.2 (which is carried out by intention), all other 

distinctions are not attributable to deliberate action but to lack of knowledge, obsolete 

systems, structural obstacles, inefficient processes or force majeure. However, external 

factors play a minor role in cyber-attacks.  

1. Human Factor 

1.1. Misadventures, Flaws, (Fatal) Errors 

1.2. Malicious Mischief, Sabotage, Fraud, Theft, Vandalism (Intention) 

1.3. Passivity/Failure to Act (Lack of Knowledge, Inadequate Skills, Poor Advice) 

1.4. Lack of Checks and Balances 

 

2. Technological Flaws/Errors 

2.1. Hardware Failure, Disruption, Outdated and/or Badly Maintained Equipment 

2.2. Software (Security Settings, Management, Configuration, Compatibility) 

2.3. System (Design, Integration, Complexity) 

 

3. Internal Structures/Processes 

3.1. Process Design and/or Structures (Information Flow, Architecture, Error 

Notification) 

3.2. Process Control (Monitoring, Metrics, Review) 

3.3. Supporting Processes (Staffing, Education and Training, Procurement) 

 

 

                                                      

31 

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Kompendium/IT_Grundschu

tz_Kompendium_FD.pdf?__blob=publicationFile&v=1  

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Kompendium/IT_Grundschutz_Kompendium_FD.pdf?__blob=publicationFile&v=1
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Kompendium/IT_Grundschutz_Kompendium_FD.pdf?__blob=publicationFile&v=1
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4. External Factors/Events 

4.1. Natural Disasters 

4.2. Legal Issues (Regulatory Restrictions, Legislation, Litigation) 

4.3. Business Problems (Market Changes, Economic Conditions, Supplier Failure) 

4.4. Benefit Dependency (Energy, Fuel, Transport, Utilities) 

 

 

7.3. Infrastructure:  

The German National Strategy for Critical Infrastructure Protection (CIP) pursued by the 

Federal Government defines critical infrastructure as follows: 

“Critical infrastructure are organizational and physical structures and facilities of such vital 

importance to a nation’s society and economy that their failure or degradation would result 

in sustained supply shortages, significant disruption of public safety and security, or other 

dramatic consequences.”32 

The sectors are subdivided into individual sectors:  

 Energy 

o Electricity 

o Petroleum/Oil 

o Gas 

 

 

                                                      

32  http://www.kritis.bund.de/SubSites/Kritis/EN/introduction/introduction_node.html  

http://www.kritis.bund.de/SubSites/Kritis/EN/introduction/introduction_node.html
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 Information and Communications Technology 

o Telecommunication 

o Information Technology 

 

 Traffic and Transport 

o Air Transport 

o Railway Transport 

o Road Transport 

o Shipping 

o Logistics 

 

 Water 

o Public Water Supply 

o Public Sewerage Services 

 

 Health Care 

o Medical Care 

o Pharmaceuticals and Vaccines 

o Laboratories 
 

 Nutrition 

o Food Industries 

 

 State and Administration 

o Government and Administration 

o Parliament 

o Judicial Institutions 

o Emergency and Rescue Services including Disaster Protection 

 

 Finance and Insurance 

o Banking 

o Stock Exchanges 

o Insurances 

o Financial Service Provider 

 

 Media and Culture 

o Broadcasting (TV and Radio) 

o Printed and Electronic Media 

o Cultural Assets 

o Emblematic Buildings 
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7.4. Attacker 

Systematic and scientific records based on observed crimes and attempting to classify the 

perpetrators’ motivations indicate broad categories of attacker summarised below: 

A. State Sponsored Threat Actors 

A.1 Nation State Actors/Foreign Intelligence/Information War 

"The Nation State Actor has a ‘Licence to Hack’. They work for a government to disrupt or 

compromise target governments, organisations or individuals to gain access to valuable data 

or intelligence, and can create incidents that have international significance. They might be 

part of a semi-hidden ‘cyber army’ or ‘hackers for hire’ for companies that are aligned to the 

aims of a government or dictatorship" (BAE Systems).33 

They often have connections to the intelligence, military or state control apparatus of their 

country, and a high degree of technical expertise. Nation State Actors engage in espionage, 

propaganda or disinformation campaigns. 

                                                      

33  http://www.baesystems.com/en/cybersecurity/feature/the-nation-state-actor  

http://www.baesystems.com/en/cybersecurity/feature/the-nation-state-actor
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A.2 Cyber War  

Targeted attack to disrupt, discredit or destroy state and public institutions and/or the 

critical infrastructure. Sabotage of military installations and/or communications systems. 

B. Hacker 

B.1 Cyber-Criminals 

The primary motivation of criminals or criminal groups are to attack systems for monetary 

gain. This can be either directly through theft, fraud, extortion etc. or indirectly through 

identity theft, information brokerage, i.e. buying and selling bank information etc. No focus 

on specific business or industrial sectors.34 

B.2 (Criminals) Hacker, “Script kiddies” 

“Script kiddies use existing computer scripts or code to gain unauthorised access to data, but 

lack the expertise to write custom tools” (Newsome, 2011, p.263). They often perform their 

malicious computer techniques simply for the thrill, and to brag about their computer skills 

in front of friends and colleagues. 

B.3 (Political) Hacker, “Hacktivists” 

Hacktivists use computer technology to promote a specific agenda, often political, religious 

or related to free speech, human rights, anti-capitalism or freedom of information. They 

pose a medium-level threat of carrying out an isolated but damaging attack. Most 

international hacktivist groups appear bent on propaganda rather than damage to critical 

infrastructures. Their subgoals are propaganda and causing damage to achieve notoriety for 

cause.35 

C. Insider 

Insiders (employee, external third parties such as outsourcing vendors, suppliers or 

consultants) may not need a sophisticated knowledge about computer tools for intrusions 

because their knowledge of the architecture of a target system often allows them to gain 

                                                      

34  See CRO-Forum – Concept Proposal Categorisation Methodology for Cyber Risk 
35  ICS-CERT (US) https://ics-cert.us-cert.gov/content/cyber-threat-source-descriptions#hack  

https://ics-cert.us-cert.gov/content/cyber-threat-source-descriptions#hack
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unrestricted access to cause damage to the system or to steal system data. There are three 

basic categories of insiders i) Disgruntled, ii) Criminally motivated, and iii) Unintentional, 

who unwittingly facilitate outside attacks (CRO Forum).  

D. Cyber-Terrorists 

“’Cyberterrorism’ means conduct involving computer or Internet technology that (1) is 

carried out for the purpose of advancing a political, religious or ideological cause; (2) is 

intended to intimidate a section of the public, or compel a government to do or abstain from 

doing any act; and (3) intentionally causes serious interference with an essential service, 

facility system, if such interference is likely to endanger life or cause significant economic or 

environmental damage”(Hardy & Williams, 2014, p. 21).  

Cyberterrorism is any premeditated politically motivated attack against information, 

computer systems, programs, and data that results in violence against non-combatant 

targets by sub-national groups or clandestine agents (FBI). Attacks on critical infrastructures; 

endangering national security; spreading fear and terror.  

E. Unknown-Threat Actor 

Unknown actors that are most likely to be associated to government entities or 

organisations that most likely act on behalf of the government.  
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