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1 - Introduction: Consequences of cyber-attacks

ÅData breaches are the inability of the firms to guarantee the safety and confidentiality of 

customer data.

ÅNegative publicity of the firm in the media and in the social media; word-of-mouth.

ÅReduction in customer and stakeholder trust.

ÅThe stolen data is sold in the dark market just few days after the breach (Ablon et al., 2014).

ÅRAND report on Consumer Attitudes Toward Data Breach (Ablon et al., 2016);

Å11.5 million people stopped doing business with the company.

ÅMore than $60 billion perceived losses.

Å77% were highly satisfied with the companyôs post breach process.
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1 - Introduction: Consequences of cyber-attacks

Macro Estimates and Stylized Facts

ǒ Information disruptions

ƺ Petya virus (including Saint-Gobain): up to $US 1 billion 

ƺ Equifax: $US 4 billion in September 2017 to the company

ƺ Ponemon Institute: $2.4 million is the average cost of malware attacks
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2- Research Questions

ǒWhat are the effects of cyber-attacks on firm values and on their intangibles?

ǒWhat are the effects of cyber-attacks at the macroeconomic level?

ǒWhat characteristics of firms are linked to the type of cyber-attacks?
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3- Taxonomy of Intangibles
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4- Research Strategy
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1. Taxonomy of intangibles

2. Micro analysis: 

a. Valuation of intangibles

i. Attacked firms (AF)

ii. Non-attacked firms (NAF)

iii. Difference => AF - NAF gives 

intangible loss due to cyber-attack 

(Counterfactual)

b. Event Study Analysis: Obtaining the 

loss in stock market

c. NLP on press articles; splitting the 

effect of an attack on different types 

intangibles.

3. Macro analysis: 

a. Inoperability I/O Model: For a given % 

of inoperability we obtain an 

economical loss value for different 

sectors

b. Using step 2 ñValuation of intangiblesò 

and step 4 ñNLP analysisò: We obtain a 

value for different type of intangible 

loss after a cyber-attack.

4. Business model of cyber-attacks
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5- Intangible Asset Valuation

ωWeusethe methodologyproposedby GuandLev(2011) usingthe formula:

9ŎƻƴƻƳƛŎ ǇŜǊŦƻǊƳŀƴŎŜ Ґ    ʰ ×tƘȅǎƛŎŀƭ ŀǎǎŜǘǎ Ҍ ʲ × Financial assets +  ɹ × Intangible assets

ωEconomicperformanceis measuredusingpast,presentand future earnings(earningforecasts)over a 6 yearsperiod (3
yearsbeforeand3 yearsafter)
ωPhysicalassets= (property,plantsandequipments+ inventories- longterm liabilities)* return on physicalassets[7%]
ωFinancialassets= (currentassets- inventories- current liabilities)* return on financialassets[5.5%]

ωUsethe residualmethodto estimateIntangible-Driven-Earnings(IDE)
ωCapitalizeto infinity with variousgrowth ratesaccordingto the followingsequences
ω1-5 years(15%), 6-10years(15%---3%), 11-inf (3%)
ω=>givesa valueof Intangiblecapitalat time t
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5- Intangible Asset Valuation
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6- Micro estimates of intangibles cyber-risks: 
Event Study Analysis

ǒ An event study attempts to measure the

valuation effects of a corporate event, such as

a merger or earnings announcement, by

examining the response of the stock price

around the announcement of the event.

ƍ Assumption: Financial market efficiency (i.e.

reflect all available information in an efficient

and unbiased manner).
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6- Micro estimates of intangibles cyber-risks: 
NLP Analysis

ÅNatural Language Processing (NLP) is carried out to 

understand the impact of cyber attack with respect 

to taxonomy of intangibles;

ÅIPR and Innovation
ÅKey competences and human capital 
ÅOrganizational capital

ÅWe uses articles which are treating the cyber-attack, 

published in the press and used by the cyber-event 

databases (Advisen and VERIS).

ÅThe lexicon used in this study is developed by 

Bounfour (2007) which categorizes words by types 

of intangibles. 
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7- Macro estimates of intangibles
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7- Macro estimates of intangibles: Inoperability
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ǒ Uses the Leontief I-O model and

introduces the Inoperability metric

ǒ Studies the impact of sector perturbations

on terms of two metrics: inoperability and

economic loss
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8- Data

1.Cyber security event database;

Å ADVISEN Ltd. Database 

Å VERIS Community Database (VCDB)

2.Compustat Database

3.World Input-Output Database (WIOD)
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9- Results: Intangible valuation
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9- Results: Event Study Analysis
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ǒ The market reaction for five days before and five

days after the information about a cyber-attack is

disclosed.

ǒ It is shown that the loss continues for the following

5 days.

ǒ The estimate suggests that after an attack a firm

loses around 0.6 % of its value.
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9- Results: Intangible Losses in the US
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9- Results: Intangible Losses in 2013
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9- Results: Intangible Losses (Macro)
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United States

Attacks on the ICT 

sector in 2013

Initial inoperability = 

10%

365  Days

Direct losses on 

top-ten sectors

USD $85.8 billion

Total direct 

economic losses

USD $170 billion
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9- Results: Intangible Losses (Macro)
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United States

Attacks on the ICT 

sector in 2013

Initial inoperability = 

40%

365  Days

Direct losses on top-

ten sectors

USD $254.2 billion

Total direct economic 

losses

USD $506.2 billion
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9- Results: Intangible Losses on the ICT sector in 
2013
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Initial inoperability = 10%
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9- Results: Intangible Losses on the ICT sector in 
2013
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Initial inoperability = 40%
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9- Results: Business Models of Cyber-Attacks
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